
 

TOWN OF NATICK 
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DEPARTMENT OF PUBLIC WORKS  75 WEST STREET  NATICK, MASSACHUSETTS 01760 

TEL. 508-647-6550  FAX. 508-647-6560WWW.NATICKMA.GOV 

  

 

 

TO:      Natick Board of Selectmen 

                 Melissa A. Malone, Town Administrator 

             William D. Chenard, Deputy Town Administrator – Operations 

    Robert LeFrançois, Information Technology Director 

 

FROM:  Bryan R. Le Blanc, Procurement Officer 

      

DATE:    June 9, 2020 

 

SUBJECT:   CONTRACT AWARD 

Comprehensive Managed Information Systems Network Security Services-as-a-Service 

 

On March 16, 2020, sealed proposals were received in response to the Town of Natick’s RFP for Comprehensive 

Managed Information Systems Network Security Services-as-a-Service. Timely proposals were received from four 

(4) proposers. (See attached.)  

 

The most advantageous proposal from a responsive and responsible proposer was submitted by Winslow 

Technology Group, LLC, 303 Wyman Street, Suite 210, Waltham, MA 02451. .It has submitted a price of 

$91,289.13 for the main contract work. 

 

Mr. LeFrançois and I have vetted references satisfactorily. We recommend that the Selectmen award the contract to 
Winslow Technology Group, LLC for the amount of its price proposal.  

 

Please advise if you have any questions or require additional information.   

 

Proposals Received:         03/16/20 

Newspaper Advertisement:    02/11/20 

(MetroWest Daily News) 

Town Hall Posting:    02/06/20 

Website Posting:     02/06/20 

Goods and Services Publication:                  02/17/20 

COMMBUYS     02/06/20 

 
Funding information: 1) 00020644 520308 IT-SECURITY ASS - $40,000 

2) 0115503 583900 SOFTWARE SYSTEM - $51,289.13 

 

Total - $91,289.13     
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* Tyler's proposal, although lower in dollar amount, 
constituted a largely external and incomplete solution.
See part 2 for further detail. Routine procurement forms, as required, were 
also missing from Tyler's proposal.
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Tyler - $1,000 one time fee, $30,000
annual fee, subject to annual increase, 
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plus $11,200 per external penetration
test and plus $5,400 per external
vulnerability test. Total-$47,600.00
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No internal test quoted, apparently 
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Winslow - $91,289.13 for all 
services quoted. Several a la 
carte prices quoted for additional 
services - not part of scope and not 
selected. Quotes do not vary scope 
of work 
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HCH: $653,696.00 for all services quoted. Quote
includes all testing, with internal.  
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This Contract is made this twenty-second day of June, 2020, by and between the 

Town of Natick, Massachusetts, with an address of Natick Town Hall, 13 East Central 

Street, Natick, MA  01760, acting by the Natick Board of Selectmen (hereinafter the 

“Town of Natick,” or “the Town”) and Winslow Technology Group, LLC, a limited 

liability company organized under the laws of the Commonwealth of Massachusetts, with 

a principal office located at 303 Wyman Street, Suite 210, Waltham, MA 02451 

(hereinafter the “Contractor”). 

  

The words "he," "him" and "his" in this Contract, as far as they refer to the 

Contractor, shall so refer whether the Contractor is an individual, partnership or 

corporation.  All prior contracts for the services outlined in Section 1, below (Scope of 

Services), if any exist between the Town and the Contractor, are hereby terminated and 

shall be of no force and effect. 

 

1. Scope of Services 

 

The Contractor shall provide Comprehensive Managed Information Systems 

Network Security Services-as-a-Service, as set forth in the Request for Proposals 

for Comprehensive Managed Information Systems Network Security Services-as-

a-Service in the Town of Natick (“RFP”), issued by the Board of Selectmen of the 

Town of Natick, Massachusetts, which is incorporated herein by reference.   
 

2. Standard of Care 

 

The Contractor shall exercise due care and diligence in the rendition of all 

services under this Contract in accordance with the applicable professional 

standards in the Eastern Massachusetts area.  The Contractor’s services shall be 

performed as expeditiously as is consistent with such standards, with professional 

skill and care, and with the orderly progress of the work. 

 

3. Term 

 

The term of this Contract shall commence as of the execution date of this Contract 

and shall end one year later. At the sole discretion of the Town, this Contract may 

be extended for one (1) or two (2) additional one (1)-year terms.  Time is of the 

essence in the performance of services rendered by the Contractor under this 

Contract.  

 

4.  Incorporation of the Request for Proposals/Order of Priority of Contract 

Documents 

 

 The provisions of the RFP and the Contractor’s Proposal are incorporated herein 

by reference.  In the event of any conflict among the Contract Documents, the 

Documents shall be construed according to the following priorities: 
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Highest Priority: Amendments to Contract (if any) 

Second Priority: Contract 

Third Priority: Addenda to the RFP (if any) 

Fourth Priority: RFP 

Fifth Priority:   Contractor’s Proposal. 

 

5. Payment 

 

 In consideration for performance of the work in accordance with the requirements 

of this Contract, the Town shall pay the Contractor the prices stated in the 

Contractor’s Price Proposal. (See attached Price Proposal Form.) 

 

 This Contract is a fixed price/fixed rate contract; and, therefore, miscellaneous 

expenditures associated with the Contractor’s work on this project shall not be paid 

by the Town.  In the event that an unforeseen miscellaneous expense is incurred, 

the Contractor shall receive the Town’s approval in writing prior to incurring the 

expense if it will subsequently seek payment of said expense from the Town. 

 

Payment shall be made to the Contractor for work completed in accordance with 

this Contract.  All requests for payment shall be submitted to the Town as an 

invoice and shall specify work completed, progress made toward completing 

deliverables, the number of hours worked, the classification of each employee 

who performed work, and the billing rate for each employee who performed work 

on the project. 

 

Payment will be due thirty (30) days after receipt of the Contractor’s invoice by 

the Town for services rendered in accordance with this Contract.  The Town shall 

not make payments in advance. 

 

If the Town objects to all or part of any invoice, the Town shall notify the 

Contractor in writing within two (2) weeks of the date of receipt of the invoice, 

and shall pay that portion of the invoice not in dispute within thirty (30) days after 

the date of receipt of the invoice. 

 

Should it be necessary for the Contractor to engage the services of a specialized 

contractor or companies other than those originally proposed in the Contractor’s 

response to the Town’s RFP, the Contractor shall take such measures only with 

the Town’s prior written approval. Charges for such services shall be billed 

directly to the Town unless otherwise agreed upon by the parties. 

 

Payment of the amounts due under this Contract shall release the Town of Natick, 

Massachusetts and its officers, employees, boards, commissions, committees, 

agents and representatives, from any and all claims and liability in any way relating 

to this Contract or anything done in pursuance thereof. 
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 No payment by the Town to the Contractor shall be deemed to be a waiver of any 

right of the Town under this Contract or a ratification by the Town of any breach 

hereof by the Contractor. 

 

6. Warranty 

 

DELETED – NOT APPLICABLE. 

 

7. Compliance with Laws 

 

The Contractor shall comply with all provisions of Federal, Massachusetts and 

Town of Natick law applicable to his work including, without limitation, statutes, 

by-laws, rules, regulations, orders and directives, as amended, and including, 

without limitation, the Williams-Steiger Occupational Safety and Health Act of 

1970, as amended, and related regulations, as amended, in effect throughout the 

term of this Contract and any extension or renewal thereof.  Without limitation, 

the Successful Proposer shall comply with the applicable provisions of Chapter 

149, Section 26 to 27D of the Massachusetts General Laws (M.G.L.), as amended, 

and with all applicable minimum prevailing wage rates as determined by the 

Massachusetts Commissioner of Labor and Industries.  This Contract shall be 

considered to include in their entirety all terms respecting workers' compensation 

insurance and other terms required to be included in it by Chapter 152 of the 

Massachusetts General Laws, as amended, as though such terms were set forth in 

their entirety herein. 

 

8. Insurance 

 

The Contractor shall provide and maintain throughout the term of the Contract 

and any extension or  renewal thereof the following insurance with companies 

that are authorized and licensed in the Commonwealth of Massachusetts to issue 

policies for the coverages and limits so required. 

 

a. Workers' Compensation Insurance as required by the laws of the 

Commonwealth of Massachusetts and employer's liability insurance in the 

amount of $1,000,000/$1,000,000/$1,000,000. 

 

b. Commercial General Liability Insurance, $1,000,000 each occurrence and 

$2,000,000 aggregate limit.  Commercial General Liability insurance shall 

include personal injury liability, broad form property damage liability, 

products/completed operations liability and broad form contractual liability. 

 

c. Automobile Liability Insurance, covering all leased, owned, non-owned, 

and hired vehicles - Combined single limit of $1,000,000. 

 

d. Professional Liability Insurance (Including Errors and Omissions) - 
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$1,000,000 each occurrence and $2,000,000 aggregate limit. If written on a 

claims made basis, the effective period shall extend for a term of six (6) 

years after the end of this Contract. 

 

e. Excess Liability Insurance, Umbrella Form - $1,000,000 each occurrence 

and $2,000,000 aggregate, which shall be following form, providing 

coverage over commercial general liability insurance, automobile liability 

insurance, and employer's liability under workers' compensation insurance. 

 

f. The Town of Natick shall be named as an additional insured on each such 

policy of Commercial General Liability Insurance, Excess Liability 

Insurance, Umbrella Form, and Automobile Liability Insurance. 

 

g. All certificates and policies shall contain the following provision: 

 

“Notwithstanding any other provision herein, should any of the above 

policies be cancelled or materially amended before the expiration date 

thereof, the issuing company will mail thirty (30) days prior written notice 

thereof to the named certificate holder and to the Natick Town 

Administrator, Natick Town Hall, 13 East Central Street, Natick, MA  

01760 before such cancellation or amendment shall take place.” 

 

h. Certificates evidencing such insurance in five (5) copies shall be furnished 

to the Town at the execution of this Contract.  Such certificates shall not 

merely name the types of policy provided, but shall specifically refer to 

this Contract and shall state that such insurance is as required by this 

Contract.  The Contractor shall make no claims against the Town of 

Natick or its officers for any injury to any of its officers or employees or 

for damage to its equipment arising out of work contemplated by the 

Contract. 

 

i. The Contractor shall also be required to provide to the Town of Natick 

with its proof of insurance coverage endorsements or riders to the policies 

of commercial general liability insurance, automobile liability insurance, 

and excess liability insurance, umbrella form, which indicate that the 

Town of Natick is named as an additional insured on each such policy. 

 

j. No insurance shall be obtained from an insurer which: 

 

(1) is not licensed to sell insurance in the Commonwealth of 

Massachusetts; or 

(2) is not authorized to provide insurance as an excess or surplus lines 

insurer, and does not have a current Best’s rating of A or better.  

 

k. Failure to provide and continue in force such insurance as aforesaid shall 
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be deemed a material breach of this Contract and shall operate as an 

immediate termination thereof. 

 

 

9. Indemnification 

 

 The Contractor shall compensate the Town of Natick for all damage to Town 

property of any nature arising out of the Contractor's work.  To the fullest extent 

permitted by law, the Contractor shall indemnify, defend, and hold harmless the 

Town of Natick and all of its officers, employees, boards, commissions, 

committees, agents and representatives from and against all claims, causes of 

action, suits, costs, damages, and liability of any kind which arise out of the breach 

by the Contractor of its obligations under this Contract, or the act or omission of 

the Contractor, its subcontractors, or their officers, employees, agents and 

representatives or anyone directly or indirectly employed by them, or anyone for 

whose acts or omissions they may be liable, regarding the work to be performed by 

the Contractor under the Contract, or which arise out of the violation of any federal, 

Massachusetts or Town of Natick statute, by-law, rule, regulation, order or 

directive, or which relate to personal injury or property damage suffered by the 

Contractor or any of its officers or employees regarding the subject matter of this 

Contract. Said costs shall include, without limitation, reasonable legal costs, 

collections fees, and counsel fees incurred in defending any claim or suit that may 

be brought against the Town and any judgment that may be obtained in any such 

claim or suit. 

 

10. No Personal Liability 

 

Neither the Town of Natick, nor its officers, employees, boards, committees, 

commissions, agents and representatives shall be under any personal obligation or 

incur any personal liability by reason of this Contract, the execution thereof or 

anything relating thereto which arises out of the breach or violation of any provision 

of this Contract, or the violation of any Federal, Massachusetts or Town of Natick 

statute, by-law, rule, regulation, order or directive, or which relates to personal 

injury or property damage suffered by the Contractor or its employees, regarding 

the subject matter of this Contract. 

 

11. Familiarity with Area of Work 

 

 By signing this Contract, the Contractor acknowledges that it has examined the area 

of work which is the subject matter of this Contract and that it is familiar with all 

sites which are the subject of this Contract and with all conditions of the RFP and 

of this Contract.  The Contractor has entered into this Contract in reliance on its 

own examinations and estimates as to the amount and character of its work, and 

conditions which may be encountered in the performance thereof, and shall assume 

all risks and bear all losses pertaining thereto. 
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12. Performance Bond 

 

 DELETED – NOT APPLICABLE. 
 

13.  Labor and Materials Payment Bond  

 

 DELETED – NOT APPLICABLE. 

 

14. Independent Contractor Status 

  

The Contractor shall provide services under this Contract as an independent 

contractor with the Town of Natick and not as an employee of the Town of Natick.  

No employee, agent or representative of the Contractor shall be entitled to receive 

any benefits of employment with the Town of Natick, including, without limitation, 

salary, overtime, vacation pay, holiday pay, sick leave, health insurance, life 

insurance, pension or deferred compensation. 

 

15. Use of Alcohol and Controlled and/or Mood Altering Substances Prohibited 

 

The Contractor hereby acknowledges that the use of alcoholic beverages, 

narcotics, and controlled and/or mood altering substances, except for current 

valid, legal prescriptions, by any officer, employee, agent, or representative of the 

Contractor is prohibited on Town of Natick property which is the subject matter 

of this Contract and during all hours of work under this Contract.  If any officer, 

employee, agent, or representative of the Contractor violates the foregoing 

provision, the Town of Natick shall have the right to order that such officer, 

employee, agent, or representative of the Contractor shall not be permitted to 

return to work on this Contract.  Under such circumstances, the Contractor shall 

promptly remove the subject officer, employee, agent, or representative from the 

job site and shall not permit the subject officer, employee, agent, or representative 

to perform further work in conjunction with this Contract. 

 

16. No Smoking 

 

Pursuant to Massachusetts General Laws (M.G.L.) c. 270, §22, the 

Commonwealth of Massachusetts Smokefree Workplace Law, the Contractor, its 

officers, employees, agents, and representatives are prohibited from smoking 

tobacco products, or any non-tobacco products designed to be combusted or 

inhaled, in any public building in the Town of Natick. 

 

17. Criminal Background Screening  

 

For each employee of the Contractor who is performing services under this 

Contract, the Contractor shall, subject to its confidentiality and privacy 
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obligations owing to its employees and third parties, provide a written 

confirmation to the Town that such employee passed the Contractor’s pre-

employment criminal background screen. In the event that any employee refuses 

to permit the Contractor to provide such information to the Town, the Contractor 

shall not assign such employee to perform services for the Town, and such 

employee shall not be authorized to perform services for the Town. The Town 

shall be permitted to keep such information in its files. 

 

18. Delays/Force Majeure 

 

Except as specifically set forth in this Contract, neither party shall hold the other 

responsible or liable for damages or delays in performance caused by acts of God, 

interruptions in the availability of labor, or other events beyond the control of the 

other party, or that could not have been reasonably foreseen or prevented.  For 

this purpose, such acts or events shall include unusually severe weather affecting 

performance of services, floods, epidemics, wars, riots, strikes, lockouts, or other 

industrial disturbances, protest demonstrations, and project site conditions which 

could not have been reasonably anticipated.  Should such acts or events occur, 

both parties shall use their best efforts to overcome the difficulties arising and to 

resume as soon as reasonably possible the normal pursuit of the services for the 

Project. 

 

19. Termination 

 

 a. If the Contractor shall breach any provision of this Contract, which breach 

is not cured within twenty-one (21) days of written notice thereof from the 

Town to the Contractor, the Town shall have the right to terminate this 

Contract upon written notice to the Contractor. 

 

b. If any assignment shall be made by the Contractor or by any guarantor of 

the Contractor for the benefit of creditors, or if a petition is filed by the 

Contractor or by any guarantor of the Contractor for adjudication as a 

bankrupt, or for reorganization or an arrangement under any provision of 

the Bankruptcy Act as then in force and effect, or if an involuntary petition 

under any of the provisions of the Bankruptcy Act is filed against the 

Contractor and such involuntary petition is not discharged within ninety 

(90) days thereafter, in any event the Town may terminate this Contract 

upon written notice to the Contractor. 

 

c. The award of this Contract and the continued operation of this Contract are 

contingent upon appropriation by Natick Town Meeting of sufficient money 

to fund the Contract. Should Natick Town Meeting fail to appropriate 

necessary funds therefor, the Town of Natick shall no longer be under any 

obligation to tender performance, including payment, under the terms of this 

Contract.  In that event the Town may terminate this Contract upon written 
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notice to the Contractor. 

 

d. The Town may terminate this Contract upon written notice to the Contractor 

if a source of money to fund the Contract is lost during the Contract term.  

In the alternative, the parties may agree in writing to amend the Contract to 

provide for a Contract price which represents a reduced appropriation for 

the Contract term. 

 

e. The Town may also terminate this Contract for convenience upon thirty (30) 

days’ written notice to the Contractor. 

 

In the event of termination, the Contractor shall be entitled to be paid for services  

rendered in accordance with this Contract prior to termination. 

 

In the event that this Contract is terminated pursuant to Section 19a. or 19b. 

above, the Town may make any reasonable purchase or contract to purchase 

services in substitution for services due from the Contractor and may deduct the 

cost of any substitute contract, or damages sustained by the Town due to non-

performance or non-conformance of services, together with incidental and 

consequential damages, from the Contract price, and shall withhold such damages 

from sums due or sums which become due. 

 

20. Notices 

 

. Except as otherwise provided in this Contract, all notices required or permitted to 

be given hereunder shall be in writing and shall be delivered by certified mail or 

registered mail, return receipt requested, to the parties at the following address or 

such other address or addresses as to which a party shall have notified the other 

party in accordance with this Section 20. 

 

If to the Town: William D. Chenard 

   Deputy Town Administrator - Operations 

   Natick Town Hall 

   13 East Central Street 

   Natick, MA  01760 

 

  With copies to: Karis L. North, Esq. 

     Murphy, Hesse, Toomey & Lehane, LLP 

     300 Crown Colony Drive, Suite 410 

     Quincy, MA  02169 

 

  If to the Contractor: President 

     Winslow Technology Group, LLC 

     303 Wyman Street, Suite 210 

     Waltham, MA 02451. 

bleblanc
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21. Miscellaneous Provisions 

 

a. Any action at law or suit in equity instituted by the Contractor as a result of 

the performance, non-performance or alleged breach of this Contract shall 

be filed in the Superior Court of the Commonwealth of Massachusetts for 

Middlesex County, MA, and in no other court or jurisdiction. 

 

b. No action or failure to act by the Town shall constitute a waiver of a right 

or duty afforded to the Town under the Contract, nor shall such action or 

failure to act constitute approval of or acquiescence in a breach thereunder, 

except as may be specifically agreed in writing.  No forbearance or 

indulgence in any form or manner by the Town shall be construed as a 

waiver or in any way limit the legal or equitable remedies available to the 

Town.  No waiver by the Town of any default or breach by the Contractor 

shall constitute a waiver of any subsequent default or breach. 

 

c. If the Contractor discovers or is informed of any discrepancy or 

inconsistency in the Contract Documents in relation to any law, statute, 

ordinance, by-law, decree, code, rule, regulation, or order, the Contractor 

shall promptly, before commencing services under this Contract, report the 

same to the Town in writing. 

 

d. The Contractor acknowledges that it has not been influenced to enter into 

this Contract, nor has the Contractor relied upon any warranties or 

representations not set forth in this instrument. 

 

e. The Contractor shall maintain the confidentiality of information designated 

by the Town as confidential, unless withholding such information would 

violate the law or create a risk of significant harm to the public, or unless 

the Contractor has been required to release such information by final 

judgment or order of a court of competent jurisdiction, or unless the Town 

has expressly waived such confidentiality in advance in writing. 

 

f. The Contractor shall not represent or purport to represent that it speaks for 

the Town vis-à-vis the media or the public at-large without the Town’s 

express, written consent in advance. 

 

g. Prior to commencing services under this Contract, the Contractor shall 

furnish the Town, in writing, the names, addresses and telephone numbers 

of not fewer than two (2) principal employees of his business who are to be 

contacted in the event of an after-hours emergency. 

 

h. By entering into this Contract, the Contractor certifies under penalties of 

perjury that its Proposal was made and submitted in good faith and without 
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collusion or fraud with any person.  As used in this certification, the word 

“person” shall mean any natural person, business, partnership, corporation, 

union, committee, club, or other organization, entity, or group of 

individuals. 

 

i. By entering into this Contract, the Contractor certifies under the penalties 

of perjury, pursuant to M.G.L. c.62C, Section 49A(b), that it has complied 

with all laws of the Commonwealth relating to taxes, to reporting of 

employees and contractors, and to withholding and remitting child 

support. 

 

j. The Contractor understands that the Massachusetts Conflict of Interest 

Law, Chapter 268A of the Massachusetts General Laws, applies to the 

Contractor with respect to the services required to be provided under this 

Contract.  The Contractor and its officers, employees, agents, 

subcontractors and affiliated agencies shall not participate in any activity 

which constitutes a violation of the Massachusetts Conflict of Interest Law 

or which creates an appearance of a violation of the Massachusetts 

Conflict of Interest Law. 

 

k. Prevailing wage rates, as contained in the Proposal documents, shall be 

paid, pursuant to M.G.L. c.149, §§26-27G, if they are applicable. 

 

l. The Contractor shall not discriminate against or exclude any person from 

participation herein on grounds of race, color, religious creed, national 

origin, sex, gender identity, sexual orientation (which shall not include 

persons whose sexual orientation involves minor children as the sex 

object), age, genetic information, ancestry, children, marital status, veteran 

status or membership in the armed services, the receiving of public 

assistance, and handicap. The previous sentence shall include, but not be 

limited to, the following: advertising, recruitment; hiring; rates of pay or 

other forms of compensation; terms; conditions or privileges of 

employment; employment upgrading; transfer; demotion; layoff; and 

termination. The Contractor shall take affirmative actions to insure that 

applicants are employed, and that employees are treated during their 

employment, without regard to race, color, religious creed, national origin, 

sex, gender identity, sexual orientation (which shall not include persons 

whose sexual orientation involves minor children as the sex object), age, 

genetic information, ancestry, children, marital status, veteran status or 

membership in the armed services, the receiving of public assistance, and 

handicap. 

 

m. To the extent that any of the foregoing sections required by 

Massachusetts law are inconsistent with other, non-statutory sections 

in this agreement, any statutorily-mandated provisions contained 



Town of Natick, Massachusetts 

Contract for Comprehensive Managed Information Systems Network Security 

Services-as-a-Service in the Town of Natick 

 

11 of 14 
\ 

herein shall control. 
 

n. The Contractor shall not assign or subcontract in whole or in part this 

Contract or in any way transfer any interest in this Contract without the prior 

express written approval of the Town. 

 

o. The Contractor shall not assign any money due or to become due to the 

Contractor unless the Town of Natick shall have received prior written 

notice of such assignment.  No such assignment shall relieve the Contractor 

of its obligations under this Contract. 

 

 p. This Contract may be amended only by written consent of the parties. 

 

q. This Contract constitutes the entire agreement of the parties and any other 

agreement, written or oral, that may exist is excluded from this Contract.  

When executed, this Contract supersedes any other agreement of any of the 

parties in connection with the transaction contemplated. 

 

r. The parties agree that the traditional canon of contract interpretation, 

resolving ambiguities against the drafter of the particular instrument, shall 

not be employed in construing provisions of this Contract. 

 

s. If any provision, or portion thereof, of this Contract shall be adjudged to be 

invalid or unenforceable by final judgment or order of a court of competent 

jurisdiction the remaining provisions shall continue in effect to the extent 

permitted by law. 

 

t. The provisions of this Contract shall be binding upon and shall inure to the 

benefit of the heirs, assigns and successors in interest of the parties. 

 

u. This Contract shall be governed by and construed in accordance with the 

laws of the Commonwealth of Massachusetts, regardless of choice of law 

issues or principles. 

 

v.  This Contract is executed in triplicate as a sealed instrument. 

 

(The remainder of this page is left intentionally blank.) 
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The Town of Natick, Massachusetts    Winslow Technology Group, LLC 

by: the Natick Board of Selectmen   by: 

 

 

_______________________________  ______________________________ 

Jonathan H. Freedman, Chairman   Signature 

 

_______________________________  ______________________________ 

Karen Adelman-Foster, Vice Chairman Printed Name 

 

_______________________________  ______________________________ 

Richard P. Jennett, Jr., Clerk    Printed Title 

 

_______________________________ 

Michael J. Hickey, Jr.  

 

_______________________________ 

Susan G. Salamoff 

 

 

 

 

Dated: _________________________  Dated: ________________________ 
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APPROVED AS TO AVAILABILITY OF APPROPRIATION: 

 

In accordance with the requirements of M.G.L. Chapter 44, Section 31C, this is to 

certify that an appropriation in the amount of this Contract is available therefor, and that 

the Natick Board of Selectmen is authorized to execute this Contract and to approve all 

requisitions and execute change orders. 

 

   

__________________________________   Dated:  ____________ 

Arti P. Mehta 

Comptroller, Town of Natick  

      

 

APPROVED AS TO FORM ONLY, AND NOT AS TO SUBSTANCE: 

 

 

__________________________________   Dated:  ____________ 

Karis L. North, Esq. 
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Services-as-a-Service in the Town of Natick 
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CERTIFICATE OF VOTE 

 

 

I,                                      , hereby certify  

(Clerk/Secretary) 

 

that I am the duly qualified and acting                              of            

                   (Title)             

(Corporation Name) 

 

and I further certify that at a meeting of the Directors of said Corporation duly called and 

held on            20     , at which meeting all Directors were present and voting, 

the following vote was unanimously passed: 

 

 

VOTED:  To authorize and empower either                          

 ,  ____________________; 

(Name)     (Title)        

   ,  ____________________; or  

(Name)     (Title)  

   ,  ____________________ 

(Name)     (Title), 

 

any one acting singly, to execute all contracts and bonds on behalf of the 

Corporation. 

 

I, further certify that the above vote is still in effect on this the          day of                   

, 20     and has not been changed or modified in any respect. 

 

________________________________________ 

Signature 

 

        

Printed Name 

 

        

Printed Title 

 

The certification contained hereabove shall be executed by CONTRACTOR or copy of 

current "certification of authority to sign for the Corporation" shall be attached.) 

 
 

 

 













 

 
 
 
 
 

303 Wyman Street, Suite #210 Waltham Ma 02451  
Chris Evans, Senior Account Executive, 954-654-9844 

 Town of Natick Massachusetts 
75 West Street Natick MA 01760 
Letter of Transmittal  
Response to RFP – Comprehensive Managed Information 
       Systems Network Security-As-A-Service 

 
 
DEAR NATICK BOARD OF SELECTMEN, 
 
Thank you for the opportunity to respond to your need for security services.  Winslow 
Technology Group is a Massachusetts based IT Service Provider, and Value Added 
Reseller, supporting customers globally for over 16 years.  WTG has an established 
relationship with the Town of Natick and have worked alongside your team to provide, 
and implement, the town’s IT Infrastructure.  We are best suited to compliment this 
infrastructure with security.   
 
In response to your request, we have included a full response outlining how our proposal 
meets 100% of the criteria provided by your offices.  The enclosed proposal is effective 
for at least sixty (60) calendar days from the deadline date, March 16th 2020, or from the 
date upon which the RFP is cancelled, whichever occurs first.  
 
One area I would like to highlight is #4 of the Scope of Work, page 5 of 22 of the RFP.  
External Penetration Testing has been addressed by our proposal as a separate quote in 
the Price Proposal.  I separated this out because it will be a block of hours, rather than 
included in the annual subscription service that addresses all other requirements of the 
RFP.  The total listed on Addendum A – Price Proposal Form, includes cost for both 
quotes and the scope of each service is listed in the appropriate section of the Non-Price 
Proposal documents.   
 
Thank you for the opportunity to earn your business. 
 
 
Christopher Evans                          
Senior Account Executive 
954-654-9844 
Cevans@winslowtg.com 
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Winslow Technology Group 
Arctic Wolf Networks 

 
Managed Security Services Executive Summary and Non-Price Proposal for: 

 
 
 

 
 
 
 
 
 
 
 
 
 
 

Prepared By: Chris Evans, Senior Account Executive, WTG 
Jonathan Mielke, New England Sales Account Representative, AWN 

Date:  March 10th, 2016 
 
 
 

Contact Name Company Role Email Phone 

Jonathan Mielke Arctic Wolf New England Account Rep Jonathan.mielke@arcticwolf.com 
(612) 910-7170 

 

Matt Rohweder Arctic Wolf  Security Engineer  Matthew.Rohweder@arcticwolf.com (612) 516-5118 

Chris Evans 
Winslow 

Technology 
Group 

Senior Account Executive Cevans@winslowtg.com (954) 654-9844 
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Introduction 
 
Arctic Wolf redefines cybersecurity. Arctic Wolf was founded not just to make cybersecurity better, 
but to redefine it. Co-founders Brian NeSmith and Kim Tremblay realized that cybercriminals were 
innovating faster than the industry, and so a fundamentally new approach was needed. The answer to 
better cybersecurity is not buying and deploying the newest silver bullet solution but developing a 
complete program that can adapt to the ever-changing security landscape. Arctic Wolf partners with 
companies to do this by delivering a unique managed security service that is tailored to fit exactly what 
each customer needs.  
 
 
Am I safe? This is the hardest question to answer in security, and it is the only question that really 
matters. Large enterprises can afford to set up 24×7 security operation centers staffed with teams of 
people, essentially throwing millions of dollars at the problem. Arctic Wolf was founded to serve and 
protect entities who cannot afford to simply throw money at the problem and are operating with staff 
constraints but have a goal to improve their cybersecurity posture and minimize the risk of 
cyberattacks impacting their core operation. 
 
 
Our people possess the uncommon desire to protect our customers from ever changing 
cybersecurity threats. Our first responsibility is to you and the Town’s security. We take the trust that 
you have placed in us seriously, and we work diligently to keep that trust. In everything we do, we 
strive to protect your information. Everyone, regardless of their role, understands security, and we act 
and make decisions with due consideration for security. 

 
 
 
 
 
 

For more information, visit us at: www.arcticwolf.com 
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Company Origins & Overview  
 
 
 
 
 
 
 
 
 

 
 
 
 

Arctic Wolf Networks was founded in April 2012 and is a privately-held, venture backed company.  
Based in Sunnyvale, California we currently have 400+ employees and three additional regional offices. 
Our organizational structure includes Development Engineering, Security Engineering, Systems 
Engineering, Sales, Operations, Manufacturing, Marketing, Product Management and G&A. 
  
Arctic Wolf has been providing Managed Detection and Response (“MDR”) and Security Operations 
Center as a Service (“SOCaaS”) for 7+ years.  Managed Risk has been offered since 2019.  We have 
received four rounds of funding, and most recently announced series D funding of $60M. We continue 
to see an increase of new investor interest and our core investors continue to invest in Arctic Wolf’s 
growing business model totaling over $150M in venture backed funding. 
 
Town of Natick would be assigned a Customer Success Manager (“CSM”) and a Customer Success 
Project Manager (“CSPM”). The CSPM is engaged during the initial onboarding to help drive the 
implementation process. The CSM is involved from that point forward helping drive any of the business 
level conversations. Town of Natick would also be assigned a Concierge Security Team. This CST is 
responsible for the security outcome of a customer. They leverage a team of individuals to make sure 
services are implemented, triage and forensics on alerts happens, and run quarterly strategic meetings. 
This CSE is a skilled security expert that understands how to perform incident forensics and incident 
handling. 
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Executive Summary 
 

Executive Summary 
 
Arctic Wolf Networks is pleased to submit a non-price proposal to the Town of Natick’s comprehensive 
managed information systems network security services project. 
 
At Arctic Wolf Networks, we understand that security is a priority for our customers, their employees, 
and their end users.  However, we recognized early on that there is a lack of security resources 
available in the marketplace.  Additionally, the ones that are available are expensive.  Cybersecurity 
should not be limited to large corporations with extensive IT budgets.  Enter Arctic Wolf Networks.  We 
build our company by providing a desperately needed service that provides you resources and an 
affordable way to collect and monitor logs from your environment.   We do the heavy lifting, and are 
able to deploy, manage and utilize an effective combination of expertise and tools to detect threats to 
your business and assets.  We improve real-time threat detection and provide better protection than 
traditional security service providers.  Our service is unique in the market and is not delivered by most 
security service providers because they lack the security expertise, or it does not fit their business of IT 
service management.  With AWN CyberSOC™, you work with your assigned Concierge Security Team 
(CST), which comprises of a Concierge Security Engineer (CSE) and a Concierge Security Analyst 
(CSA). They act as trusted security advisors for your internal IT team, so you always have direct access 
to them by phone or email. They conduct both routine and non-routine tasks to improve your security 
posture. Companies choose Arctic Wolf Networks for the following reasons: 

 
Service:  
 Concierge Security Team:  We provide an ongoing white glove service to you and your team – 

your named Concierge Security Engineer (CSE) & Concierge Security Analyst will become an 
extension of your team to help in all things security including audits, custom reporting, board 
decks, exec meetings, monthly external vulnerability scans and reports, etc.   

 R&D:  Dedicated team of developers to ensure we continually improve the tools/systems/new 
applications/SaaS leveraged to support the CST and in turn you the customer. 

 24x7x365:  Dedicated active monitoring included in our service around the clock.  
 
Technology:  We have built our own platform which allows us to set our business model and 
pricing as we see fit/meets our customer’s business needs.  
 Deep packet inspection:  Our service delivery (sensor) allows for deep packet inspection 

providing you with an additional source of threat intelligence included in our service both at the 
network level and within the SIEM/platform. 
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 Custom Rule Engine:  Ability to create custom rules for your environment based on any number 
of filters. Unlimited. 

 Cloud Attack Surface Visibility: As your business considers cloud and cloud apps we want to 
make sure that attack surface is also covered. We can ingest SaaS/IaaS admin level activity logs 
to identify threats to your cloud-based solutions (e.g., G-Suite, O365, AWS, Azure) 

 Cloud Based:  Easy scalability, Unlimited Log volume, upgrades, reduced complexity and cost 
 
Rapid time to value:  Because our service has been customized and vetted over 5+ years our 
service is extremely easy to deploy and implement.  This makes your time to value extremely short 
as compared to other vendors that require agents on every device and different approaches to log 
collection. Our typical client onboarding timeframe is less than 40 business days from the 
moment a project signature is commenced to project completion. 
 

AWN CyberSOC™ service is built on Arctic Wolf’s industry innovations of Hybrid AI, Custom Rule Engine 
(CRulE) and Security Optimized Data Architecture (SODA). AWN CyberSOC™ goes beyond other security 
services. Unlike services from traditional security service providers, AWN CyberSOC™ provides 
outcome-based services focused on proactive detection of advanced targeted attacks that have 
bypassed your existing perimeter controls. Arctic Wolf Networks provides the most effective defense 
on the market today and is poised to be the best provider for you. 

 

The Security Journey 
 
The Security landscape has evolved.  Thanks, in large part, to Arctic Wolf Networks pioneering  
Managed Risk and Detection.  Please join us on the “The Security Journey.” 
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Security is a journey, not a destination. Most companies are at some point along this security journey 
and may have also implemented solutions from earlier stages. But unless you have a comprehensive 
managed security services platform, with a dedicated security team monitoring your network and 
system activity, you are vulnerable.  AWN CyberSOC provides an additional layer of security which is 
necessary to identify and respond to advanced threats. 
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Item Scope of Work  Proposed 

a. Vendor provides labor and materials necessary to and provide a comprehensive 
managed security services for the Town’s information systems network   - AWN 

b. Managed security services offering aligns with NIST Cybersecurity Framework offering a 
comprehensive and layered approach to managing security  

• Identify, Protect, Detect, Respond, Recover 

 

- AWN 

c. Managed Detection and Response Service (and each capability): 

• Fully Managed & Hosted SIEM 

• 24x7x365 network and log monitoring capabilities  

• 2 leading Security Operations Center (100+ security resources) 
monitoring threat surface 24x7 

• Centralized platform for log aggregation and correlation  

• Threat detection & remote incident response  

• Log data enriched by various leading threat intelligence services  

• Flexible log storage capabilities to meet audits and compliance 
regulations  

• Added visibility and monitoring on workstations ~ AW agent  

• Monthly & Quarterly Reporting (Executive + Technical) 

• Quarterly Business Service Reviews  

• Unlimited Log Volume and Events Per Second  

• Unlimited number of custom rules  

• Fully managed intrusion detection system 

• Strategic Security Insight   

• Unlimited access to dedicated security team  

• Low noise, high signal platform (eliminate internal IT staff managing 
security incidents) 

• Unlimited access to concierge security team 

 

- AWN 
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d.  Managed Risk Service (and each capability): 

• Continuous internal vulnerability scanning (anything with an IP address) 

• Weekly external vulnerability scanning 

• Quantifies risks from external networks, internal networks and endpoints  

• Risk prioritization based on severity, latest exploits and business impact  

• Asset discovery based on root domains and IP addresses  

• Host based: inventory enrichment and vulnerability detection  

• Identify and remediate security threats in real-time 

 

- AWN 

e. External and Internal scans and vulnerability testing (and each capability): 

• Deployment of services via scanners  

• Port scanning capabilities  

• Service identification capabilities  

• System identification capabilities  

• Vulnerability testing and verification  

• Prioritization and Remediation  

 

- AWN 

g. Vulnerability Testing and Scanning  

• Focused on external facing interfaces exposed to the internet  

• Scans performed and focused on domain information  

• Scans performed and focused on IP ranges  

 

- AWN 

h. External Penetration Testing 

• Against Town firewalls  

• Against other targeted systems provided by the Town’s guidance  

 

-- 
WTG/Vancord 
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NIST Cybersecurity Framework 
 
Arctic Wolf Networks Managed Security Services platform is leveraged to deliver two services. The first 
service is the Managed Detection and Response (MDR) and the second service is Managed Risk (MR). 
Both of which are proactive by design, offer a comprehensive layered approach to managing security 
and solve for the five pillars of NIST Cybersecurity Framework (Identify, Protect, Detect, Respond and 
Recover). Both offerings not only provide an additional layer to network security protection, but also 
offer managed security protection on critical assets, systems, servers, cloud applications, and 
endpoints resulting in a comprehensive managed security offering. 
 

 

Arctic Wolf Managed Security Services 
 

CyberSOC Service Overview 
 

A Security Operation Center (SOC) is the most essential element of modern security. But SOCs are 
expensive, complicated and far beyond the reach of most small enterprises. So many take the easy 
route and invest in products, but investment in new security products is no guarantee of security. 
 
AWN CyberSOC™ differs from traditional managed security services. It is a dynamic combination of 
world-class Concierge Security Engineers, advanced machine learning, and actionable security 
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intelligence. Your Concierge Security Team (CST) conducts both routine and emergency tasks to protect 
you from known and unknown threats. 
 
 
 
 
 

 
 
 

 
 
 
 
 
Unique Differentiators 
 
The core differentiation of our security offering is how we deliver the services, how clients can 
personalize the solution and how customers can engage with their dedicated Concierge Security Team 
(CST). All of which is delivered in a fixed, predictable and scalable pricing subscription services model. 
 
Concierge Security Team 

 Having a security team of experts that understands your business and monitoring your 
environment 24x7x365. No need to call into a tiered helpdesk line, you get a person who 
already knows you and your environment. In the heat of a security incident time saved by 
having a relationship already built is valuable.  

Predictable & Easy Pricing Model 
 Arctic Wolf Networks does not license by log volume, events per second, IDS Service or SIEM 

service, instance, or any other unquantifiable metric. The way we license is solely based on 
attack surface.  

 It is an effort-based model. Meaning you tell us how many users, how many servers, and we 
identify how many sensors are needed and the preference of days of log data stored in your 
environment and then everything is included in the subscription rate. Everything we do is all 
included, no unexpected costs.  

 The more logs we receive, the more visibility and context we can provide. 
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AW owns the solution 

 Arctic Wolf Networks is not reliant on a third party SIEM product to perform our services. We 
have built our security platform for our Security Team. This gives us the ability to control our 
own destiny, which in the long run is good for our customers (i.e. pricing, experience, 
investments, etc.) 

 We believe that technology (e.g., machine learning) is valuable and very important to make 
humans efficient. We believe that humans will always be part of the security landscape. 
Marrying the two together brings a holistic approach to the security marketplace. 

 Our solution is built in a way that we leverage “robots” for the tasks that make sense, but 
always with a human understanding and feeding these “learning loops”. The way our service is 
setup is to customize the outcome for Town of Natick. We can eliminate redundant alerts, we 
can customize incidents/alerts for any log source we get, and ultimately, we will have a hybrid 
of machine and human intelligence to make sure and eliminate noise and find the actionable 
intelligence within the Town’s environment.  Furthermore, since our sensor can ingest SYSLOG 
data, we can enhance your existing security investments to provide more insight.  

 
 

Concierge Security Team 
 
Arctic Wolf Networks Managed Security Services includes a Concierge Security Engineer (“CSE”) and a 
Concierge Security Analyst (“CSA”) who act as an extension of your team. Your CST configures and 
tunes the service to your technical and business requirements and monitors your security daily, making 
recommendations to help prioritize and resolve issues effectively.  The CST works in conjunction with 
our iSOC. The iSOC performs the 24x7 triage and forensics of all alerts (interrupt driven work) while the 
CST’s are responsible for the outcome of your security. By offloading the burden of log analysis, 
reporting, asset classification and threat hunting Arctic Wolf Networks frees up your team to focus on 
your most strategic priorities for the Town. 
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Arctic Wolf security engineers are elite professionals. With the everchanging landscape that is 
cybersecurity, they are required to acquire the necessary experience and credentials to be an 
extension of your team. They are constantly on guard to protect you from known and 
emerging threats. Below are some of the many certifications your concierge security team will hold 
depending on their role:  

 Concierge Security Analyst - GSEC SANS 401. (GIAC Security Essentials Certification) 
 Concierge Security Engineer - GCIH SANS 504. (GIAC Certified Incident Handler) 
 Here is a non-exhaustive list of current certifications held by our Security Engineering team 
 CISSP - Certified Information Systems Security Professional | (ISC2) 
 CCSP - Certified Cloud Security Professional | (ISC2) 
 HCISPP - HealthCare Information Security and Privacy Practitioner | (ISC2) 
 Certified Ethical Hacker (CEH) - EC-Council 
 GIAC Security Essentials Certification 
 GCFE: GIAC Certified Forensic Examiner 
 GCIH: GIAC Certified Incident Handler 
 GCIA: GIAC Certified Intrusion Analyst 
 GICSP: Global Industrial Cyber Security Professional 
 GXPN: GIAC Exploit Researcher and Advanced Penetration Tester 
 Certified Penetration Tester (CPT) Boot Camp 
 Certified Incident Handler (CIH) 

2019 Arctic Wolf Networks, Inc. All rights reserved.1 AWN-Public

Concierge Security Team (CST)

Baseline / 
Managed Risk

Monitoring 
& Detection

Reporting 
& Alerts

Customization Operational 
Inquiries

Security 
Reporting

Periodic 
Reviews

Concierge Security 
Team (CST)

Named Security Experts
• Available to you 8am-5pm in your time-zone
• Emergency 5 Minute Response

Understand Your Network and Business Risks
• Acts as trusted advisor for your IT team
• Builds a customized service for you

Remote Forensics and Incident Response
• Proactively hunts for threats
• Recommends remediation actions

Strategic Security Insights & Advice
• Conducts quarterly strategic meetings to identify gaps 

in the overall security posture
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 Offensive Security Certified Professional (OSCP) Certification 
 

Managed Detection & Response Benefits & Features 
 

• A Named Concierge Security Team who understands your infrastructure and business to 
provide a white glove service backed two Security Operation Centers (SOC) 

• Fully managed and hosted SIEM  
• Fully managed intrusion detection system 
• 24x7x365 network security monitoring capabilities  
• Centralized platform to support log aggregation, correlation and data retention needs ~ ability 

to ingest logs and/or data from different sources/systems including but not limited to log and 
event managers, web filtering, email filtering, load balancers, vulnerability scanners, syslogs, 
firewalls, antimalware, file integrity monitoring, etc.  Then analyze for malicious or anomalous 
activity. 

• Fully managed detection and response services  
• Threat detection, alerting and remote incident response capabilities  
• Risk mitigation against breaches through early detection and response 
• Threat intelligence services to enrich the log data ingestion capabilities  
• Enhanced endpoint visibility and host-based isolation capabilities on workstations offered with 

deployment of Arctic Wolf proprietary agent (included in service) 
• Security compliance and audit support (e.g., artifact gathering, etc.) 
• Learning loop to customize the service and alert profiles for The Town of Natick 

• Customized Rules - CRulE Intentions are Arctic Wolf’s service custom rule framework, and it is 
the industry’s most sophisticated customization engine.  There is no limit to the amount or 
number of customized rules that can be created 

• Predictable and fixed pricing, our business model pricing matches the Town’s project scope 
• Unlimited log volume and unlimited access to Arctic Wolf Concierge Security Team 

 
• Detection and Response 

o Incident Triage and Forensics 

o Threat Hunting 

o Custom and Canned Correlation Rules 

o Threat intelligence feeds 
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o Remediation Recommendations  

 

• Log Sources and Telemetry 
o AWN - Sensor - Intrusion Detection System 

o AWN - Sensor - Ingress/Egress Network Flow Aggregation 

o AWN - Scout Agent - Asset Information 

o AWN - Scout Agent - EDR Lite 

o AWN – SaaS (O365, GSuite, SFDC, Box) 

o AWN – IaaS Control Plane Monitoring (AWS, Azure)  

o AWN - NXLog - Server Logs 

o 3rd Party - Security Logs 

o 3rd Party - Application Logs 

o 3rd Party - Infrastructure Logs 

 

• Reporting 
o Weekly - Security Review 

o Weekly - Summary of Events 

o Weekly - Active Directory 

o Weekly - SaaS Review 

o Weekly - IaaS Review 

o Monthly Assessment 

o Bi-Annual External Scan Report 

o Compliance Reports and Artifact/Audit Support 

o Custom Reports 

 

• Engagement 
o Monthly Meeting as needed 

o Quarterly Business Review 

o Named Concierge Security Team 

o Named Customer Success Manager 

o Dedicated Onboarding Resources 

o Customer Portal Access (Raw Log Search Optional) 
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Managed Risk Benefits & Features 
 

• Complete visibility into what's on your network and endpoints 
• Quantified risk analytics across network and endpoints 
• Risk prioritization based on severity, latest exploits and business impact 
• Risk prioritized by dedicated security services team backed by two SOC’s 

 
• Risk Analytics and Reporting 

o Risk roll-up of internal + external vulnerabilities 

o Risk prioritization based on CVSS scoring and workflow integration 

o Integrated threat feeds, latest exploits 

o Executive reporting snapshots 

o Custom reporting for analytics or alerts 

o Leveraging multiple sources to determine exposure and vulnerabilities in your environment 

o System identification – Systems are identified based on DNS, IP addresses, host telemetry, OS 
fingerprinting, MAC address, and other indicators 

 
• External Vulnerability Assessments 

o Asset discovery based on root domains & IP addresses 

o Automatic IP, domain, sub-domain detection 

o Dynamic perimeter model 

o Continuous external vulnerability scanning 

o Performed weekly for internet facing servers and web applications 

o Dark web data sources  

o Scan for open ports on assets and endpoints 

 
• Internal Vulnerability Assessments 

o Dynamic asset discovery and credential scanning 

o Asset inventory, categorization, notes, and tags 

o Asset mapping - IP, DNS, Netbios history 
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o Continuous internal vulnerability scanning and assessment of all your internal IP-connected 
devices 

o Your Concierge Security Team catalogues core infrastructure, equipment, and personal devices 
to help you understand your company’s digital footprint and quantify the risk/exposure to your 
business 

o Scanning schedules with blacklisting capability 

o Host-based: Inventory enrichment, vulnerability detection ~ extends visibility to endpoints such 
as Windows and MacOS devices to reveal threats, system misconfigurations and user behavior 
that’s at risk to the Town 

o Scan for open ports on assets and endpoints 

 
• Engagement 

o Monthly risk review 

o Quarterly risk roll-up and progress tracking 

o Tickets and alerts from AWN CyberSOC 

o Classification and organization of assets and risks 

o Risk discovery and validation 

o Sensor configuration and monitoring 

o Named Concierge Security Team 

o Named Customer Success Manager 

o Dedicated Onboarding Resources 
 

 Incident Creation  

o Ticket on high and critical vulnerabilities  

o Engage with customers as defined by them during the onboarding process 

General Solution Overview – Network Diagram 
 

CyberSOC Managed Detection and Response 

Backend platform resides within AWS, frontend architecture is a combination of physical sensors, endpoint 
agent (same agent as Risk), and log configuration (e.g., FW SYSLOG pointing to the sensor).  
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CyberSOC Managed Risk 

Backend platform resides within AWS, frontend architecture is either a virtual or physical sensor and an 
endpoint agent (same agent as MDR) 

Network Security Operations Center 
 
Arctic Wolf Networks has two security operation centers. One is operated out of Provo Utah and the other out 
of Waterloo Ontario to help minimize the noise of alerts. 
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Network Boundary Protection 
We will ingest and leverage network boundary devices (Firewalls, Web Proxy, etc.). We can monitor the Firewall 
alongside our managed IDS which can include VPN connections coming from different locations. 

Management and Reporting of IDS / IPS 
 
We deploy a “sensor” inside of each firewall at each egress point within the network. The sensor is a Managed 
IDS, Flow creator, log aggregation point (store and forward to our platform in AWS), and network security 
monitor.  
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We can deploy our sensor in line between your firewall and switch.  This enables us to block potential severe 
threats (i.e. ransomware at 2am so we can prevent further impact in your organization until you are able to 
remediate the incident in the morning). 

 
AWN CyberSOC™ Platform 
 
Managed Detection & Response Architecture  
 
AWN CyberSOC™ combines human and machine intelligence to analyze millions of events in real-time 
for 24x7 threat detection. The machine learning, threat intelligence feeds and big data security 
analytics tools collect and correlate security events from all infrastructure, security devices and 
applications before delivering events to your assigned Arctic Wolf Concierge Security Team (CST) to 
review and respond to in seconds. If a threat is detected, the CST notifies you with details, forensic 
analysis and recommended remediation for incident response. This not only helps protect your 
organization from a data breach, but also saves valuable time for your IT and security teams. 
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Log Management, Alerting and Reporting including CVE and CVSS scoring mechanism 
 
Arctic Wolf Networks collects data via the following transport mechanisms (each log line, attribute from AD, asset, 
network flow, IDS alert, etc. is called an observation and is sent to our platform): 

 Arctic Wolf Sensor 
o IDS, Protocol Analysis, IPFIX Flow Data 
o SYSLOG Target for on premises systems 

 NXLog 
o We leverage an NXLog agent for Windows Servers or other systems that have flat file logs we 

need to collect. This data is converted to syslog messages and sent to the sensor. 
 SYSLOG 

o We have parsers for most commercially available security products, however we will and can 
ingest many different sources of security relevant data via syslog and will write parsers and 
customer rules if not already created. 

o For Cylance we leverage syslog over TLS to our cloud platform. 
o If a customer already leverages a SIEM or log aggregation tools (e.g., Splunk) it can be 

configured to send us logs and we can parse them like they were sent from the original 
system. 

 API Integrations 
o We leverage API’s to collect IaaS/SaaS data. Today we support AWS, Azure, G-Suite, O365, 

Box, SFDC, Okta and are continually adding to our capabilities in these cloud offerings. 
 Endpoint Agent 

 (MDR and Managed Risk) - Asset Information 
o System name 
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o Operating system specifications  
o Machine specifications 
o Software inventory 
o Hardware inventory 

 (MDR) - Operational Metrics 
o Users logged-in 
o Running Processes 
o Wireless Networks 
o USB Devices in-use 
o SSL Certificates deployed 
o Network interfaces & IP Address assignments 
o ARP Table 

 (MDR) - EDR Lite 
o Out-of-band process execution 
o MD5 checksum changes of system files 
o IOC based detection rules 
o User login/logout/lockout logs 
o Application specific monitoring rules covering access and anomalies 
o Abnormal network behavior  

 (Managed Risk) - Vulnerability Scan 
o CVE Impacted software 
o Obsolete software checks 
o Nested system libraries with vulnerabilities   
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Managed Risk Architecture  

Vulnerability Lifecycle Management 
 

 External and Internal vulnerability scanning 
 

a. We perform continuous external, internal, and host-based vulnerability scanning. 
 

 Ability for EB personnel to launch their own vulnerability scanning from MSSP’s platform  
 

a. Scanning happens continuously, if you have fixed a vulnerability or configuration issue you can 
leverage the workflow component of our risk dashboard and it will move the asset up in the 
queue to scan it, removing the risk from your environment score/list.  
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 Underlying system used i.e. Nessus, Qualys, or other proprietary platforms 
 

a. We leverage our own technology that is based on OpenVAS. 
 

 Vulnerabilities found linked to CVE vulnerabilities 
 

a. Vulnerabilities are linked to CVE’s, in fact we roll-up CVE’s to help ascertain the asset risk score. 
Meaning, we don’t give you a large list of assets and CVE’s if a single fix/patch will remediate 
multiple CVE’s. This gives a much cleaner view of your asset risk. We also give you risk 
recommendation write-ups as part of our service. 
 

 Reporting based on the Common Vulnerability Scoring Systems(CVSS) version 2 or higher.  
a. Today we leverage the CVSS 2.0 scoring system. Here are the components we analyze and have 

our own proprietary algorithm to determine an asset risk score. 
 Attack Vector – The accessibility of the exploitable vulnerability. i.e. local access, adjacent access, 

and network access. 
 Access Complexity – The complexity of the attack required to exploit the vulnerability once the 

targeted system is accessible. 
 Authentication – The number of times the attacker must authenticate for a targeted system in 

order to exploit the vulnerability. 
 Confidentiality Impact – The impact on the confidentiality of data once a vulnerability is 

successfully exploited. Confidentiality refers to how data is accessed/disclosed; preventing access 
to authorized users and disclosing data to unauthorized users. 

 Integrity Impact – The impact on integrity of data once a vulnerability is successfully exploited. 
Integrity refers to trustworthiness and the accuracy of the data. 

 Availability Impact – The availability of data once a vulnerability is successfully exploited. 
Availability refers to the accessibility of the data/resource. 
 

Arctic Wolf Portal Dashboard Capabilities 
We provide you a customer portal that is the interface to the service. This includes investigation information, 
flow records, log search, ticketing interface and configuration of API cloud integrations.  

CyberSOC Portal (MDR and Managed Risk Ticketing/Investigations): 
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We provide a risk dashboard that lets you identify your overall risk, individual risks, it provides the 
ability to have workflow (e.g., accept a risk, say a risk has been cleared so it can go to the top of the 
scanning queue). We also provide a risk analytics tool so you can see historical trends, generate your 
own dashboards, or perform queries across data to identify specific software or assets. (E.g., what 
devices do I have within my environment that are susceptible to meltdown).  

Here are a few sample screenshots of the risk dashboard and risk analytics tool. 

 

 

Risk Overview Dashboard: 
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Risk Dashboard Detail Example: 
 

 

Risk Analytics Platform: 
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Reporting 
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Normal Reports Delivered 
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Executive Level Reports Delivered 
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Incident Descriptions (low/medium/high priority) 
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External Penetration Testing  

WTG/Vancord proposes a network penetration test against public facing servers and services 
as well as infrastructure which depends on these public components, such as email and DNS. 
WTG/Vancord will provide threat modeling based off successful exploitation of these systems, 
and in some cases, proof-of-concept approaches for vulnerabilities deemed too dangerous to 
attempt against production systems.    
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The chief goal of penetration testing to measure organizational exposure and impact to real-
world attacks. This activity will simulate external threats which may adversely affect internet-
accessible resources. These typically include systems such as email, remote access (RDP, 
VNC, SSH, etc), web-servers, and similar. Most attacks are performed from this vantage point 
and leverage data derived from vulnerability scanning activities.   

Penetration Testing pricing is offered as a time-boxed assessment. The minimum engagement 
is 20 hours, which is what is being proposed.   

 

 

 

 Penetration Testing Deliverables  

WTG/Vancord will produce a Findings and Recommendations report, delivered at the end of 
the engagement. This report will prioritize and suggest remediation strategies for the most 
impactful vulnerabilities discovered during the penetration test, coupled with a narrative 
describing any successful system compromises or information disclosures achieved.   

AWN Concierge Onboarding & Delivery  
Arctic Wolf offers a white glove installation service with Arctic Wolf’s managed security services 
onboarding team. It streamlines the deployment of Arctic Wolf sensors and the AWN managed 
detection and response service before your threat detection and reporting service begins.  
 
Every customer is assigned a “concierge onboarding” team that coordinates every step of the process – 
from gathering requirements, to portal access, to testing and validation. 

  
Accelerate Time to Value with Streamlined Service Installation  
The Arctic Wolf managed security services onboarding team includes a dedicated project manager and 
technical installation engineer who manages all aspects of your onboarding experience, and:  

 Identifies key assets and log sources, including cloud applications  

 Validates log sources and tests basic telemetry  
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 Gathers external vulnerability scanning requirements to assess exposed attack surfaces  

 Fine-tunes the service to improve signal-to-noise ratio  

 Identifies reporting and compliance requirements that meet your IT and security needs  
 

 

Project Timeline & Expectations for Success 

Abbreviations 

 iSOC - Internal SOC. 
 CIT - Concierge installation team 
 CSA-OS - Concierge Security Analyst - Onboarding Specialist 
 PSE - Professional Services Engineer 
 CST - Concierge Security Team 

Overview 

Once an order is placed, the AWN onboarding process begins. This process includes: 
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 Collecting Town of Natick contact information, configuring escalations 
 Collecting technical information about the customer environment 
 Provisioning, shipping and installing the sensor(s) 
 Configuring and validating log sources 

The onboarding process is conducted by the AWN CIT (Concierge Installation Team), which consists of: 

 Professional Services Engineer - A member of the AWN Customer Success team who will 
interact with Town of Natick on the technical kickoff and acceptance meetings to document 
customer requirements and address technical questions. 

 Concierge Security Analyst (Onboarding Specialist) - A technically oriented person to help 
implementation of the AWN onboarding process through to the customization milestone. They 
keep a birds' eye view of all projects in-flight (and their blockers). They also respond to ad-hoc 
technical questions in tickets. 

 Project Manager - A member of the Customer Success team responsible for booking meetings, 
encouraging customers to provide missing deliverables, and to ensure that the onboarding 
project is on track.  

 

 

 

Responsibilities 

 
Task Performed 

by 
Frequency Purpose Explanation 

1 Holding 
Technical 
Kickoff 
Meetings 

Professional 
Services 
Engineer 
(Customer 
Success) 

When 
scheduled 

To collect 
important 
information that 
will define the 
scope of a 
customer's 
onboarding project 

Customer Success will 
schedule and lead the 
Technical Kickoff (TKO) 
meeting. The PSE will 
validate technical aspects of 
the call, collect information 
and ensure that the 
information is entered in to 
the CD afterwards. 
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Task Performed 

by 
Frequency Purpose Explanation 

2 Creating a 
project plan 

Professional 
Services 
Engineer 
(Customer 
Success) 

After TKOs To ensure that 
onboarding tasks 
are completed in a 
timely manner 

After TKOs, use the 
information collected to 
generate a project plan. 

3 Updating 
project plans 

Professional 
Services 
Engineer 
(Customer 
Success) 

Weekly To ensure that 
customers are fully 
aware of what tasks 
await their action 

Update project plan once a 
week, checking in on status 
and pinging resources on the 
"Onboarding Friends Fun" 
Hipchat room. 

4 Updating the 
Zendesk 
onboarding 
view (on hold 
pending script 
changes) 

Concierge 
Security 
Analyst - 
Onboarding 
Specialist (S2) 

Daily To ensure that new 
customers are 
visible from 
Zendesk 
onboarding view 

Existing customers' 
organizations in Zendesk 
have the "no-paid-
onboarding" or "onboarded" 
tag to indicate that they're 
not currently being 
onboarded. Using a script, 
the Zendesk onboarding view 
is regularly updated to 
include any customers that 
don't have these tags set. 

5 Responding 
to 
onboarding 
tickets 

Concierge 
Security 
Analyst - 
Onboarding 
Specialist (S2) 

Several 
times daily 

To ensure that 
communications 
sent in from 
onboarding 
customers are 
responded to in a 
timely manner 

This Zendesk view is used to 
stay in communication with 
customers in the onboarding 
process, to assist them with 
configuration and validation 
of sensors and log sources. 

6 Completing 
onboarding 
Tasks 

Concierge 
Security 
Analyst - 
Onboarding 
Specialist (S2) 

Several 
times daily 
(as 
available) 

To make forward 
progress in an 
onboarding project 

An onboarding project at the 
high level consists of 
completing: 

 Sensor installation 
 Log Source configuration 

(AD, DNS, FW) 
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Task Performed 

by 
Frequency Purpose Explanation 

 Contacts/Escalation 
configuration 

The CSA-OS will use the TKO 
note in the CD to keep track 
of tasks not yet completed as 
they work through the 
backlog. 

 

 
 

Contract SLA Response Times  
 
Security Engineers are available 24 hours a day seven days a week, including holidays.   
 
Customers can schedule specific activities with their Security Engineer by contacting Arctic Wolf at 
security@arcticwolf.com.  Arctic Wolf will acknowledge any ticket submitted to security@arcticwolf.com within 1 
Business Hour and will respond or provide an estimate of response determined by scope, size, and urgency. Security 
Incidents identified by Arctic Wolf to be Emergency will be escalated to the customer 24x7 within 30 minutes of 



      

41 
 

discovery.  The Customer and Arctic Wolf will need to define what constitutes an Emergency Incident but will typically 
include Ransomware.   

Any Emergency tickets should be escalated to Arctic Wolf by calling 888-272-8429 option 2.  The Customer should 
state this is an emergency and Arctic Wolf will respond within 5 minutes 24x7. Arctic Wolf will notify and escalate to 
customer any security events in a timely manner but no more than 2 hours after discovery. Typical notification is 
through e-mail by a trouble ticket, but customer can request special notification through phone or other means if 
supported. Arctic Wolf and customer will agree on notification and escalation of security incidents. Notifications will 
include a description of the security event, the level of exposure, and a suggested remediation strategy.  

We setup and make sure the escalation chain for specific incidents are documented ahead of time. Below is a look 
into our customer directory where we store workflow integration and customer configurations (all integrated into our 
platform and workflow). This means when a security engineer needs to escalate a security incident the escalation 
process is part of that. 
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References 
 
We have included 4 publicly referenceable customers below along with associated case studies.   
 
As a security company, we are do not share customer contact information on RFP’s without written consent or 
unless they are public case studies.  Once down selected in the RFP Process, The Arctic Wolf Customer Success 
team will be happy to coordinate up to 3 customer reference calls of similar scope and industry. 
 

 
 
 

 
BUSINESS 
Fifth most populous city in Nevada famously known as a premier destination for special events in the 
Reno-Tahoe region 
CHALLENGES 

 Repeated ransomware and phishing attacks that bypassed existing defenses 
 Busy IT team lacked in-depth security expertise 
 Without budget to build and maintain internal security operations center 

RESULTS 
 10x savings compared to building an internal security operations center 
 24×7 monitoring by security experts 
 Experienced security team now part of extended staff 

CUSTOMER QUOTE 
“The AWN CyberSOC™ service includes everything Sparks needs for a comprehensive security 
operations function. We looked at solutions from some of the largest IT security vendors and went 
with Arctic Wolf because it was easy to purchase and deploy, and was priced in a predictable way. To 
build the equivalent of the service internally would cost at least 10 times more.” 

 STEVE DAVIDEK, IT Manager, City of Sparks, Nevada 
https://arcticwolf.com/resources/sparksnevada/ 
https://statescoop.com/how-sparks-nevada-is-rethinking-security-after-ransomware/ 
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BUSINESS 
Bethesda Health Group (https://www.bethesdahealth.org/) provides exceptional senior living, care and 
services through its retirement communities, skilled nursing home communities, and home- and 
community-based services in the St. Louis area. 
CHALLENGES 

 Limited security expertise to support geographically- dispersed locations 
 Lack of comprehensive cybersecurity visibility 
 Compliance with HIPAA HITECH healthcare mandates 

RESULTS 
 Comprehensive visibility across all locations and resources 
 Flexibility to adapt to changing environments 
 Reporting to help achieve compliance 

CUSTOMER QUOTE 
“Arctic Wolf’s turnkey SOC-as-a-service provides us with advanced threat detection and response 
capabilities at a fraction of what it would cost to do it ourselves. AWN CyberSOC’s Concierge Security™ 
model works perfectly for our IT team, which previously had no dedicated security resources.” 

 Joshua Sharp, Director of Information Technology, Bethesda Health Group 
https://arcticwolf.com/resources/bethesda-health-group-case-study/?a=casestudy 
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BUSINESS 
Bay Federal Credit Union (www.bayfed.com) is a locally-owned financial institution along the central 
coast of California with over $995 million in assets. Bay Federal provides full-service financial products 
and solutions, both online and from five branch locations in Santa Cruz, Monterey, and San Benito 
counties. 
RESULTS 

 Comprehensive visibility across all locations and resources supported by security team 
 Flexibility to adapt to changing environment and ingest new data sources 
 Robust reporting to help achieve and enhance industry compliance 
 Partnership with a leading provider that understands needs and takes immediate action to 

communicate about any potential threats 
CUSTOMER QUOTE 

“The value for me is that Arctic Wolf is an extension of our team. Arctic Wolf has helped enhance our 

security and improve our compliance reporting posture while enabling the Bay Federal team to focus 

on projects that add the most value to our business.” 
 Richard Roark, VP and Chief Information Officer (CIO), Bay Federal Credit Union 

https://arcticwolf.com/resources/case-study-bay-federal-credit-union/?a=casestudy 
 
https://www.cutimes.com/2018/11/16/improving-cybersecurity-and-the-bottom-
line/?slreturn=20200211235432 
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BUSINESS 
First United Bank & Trust is a full-service community bank with 25 branches serving customers in 
Maryland and West Virginia. They provide personal and banking services, as well as investment 
products and services. 
CHALLENGES 

 Lack of visibility into diverse and distributed network  
 Complex regulatory compliance requirements  
 Constrained IT resources 

RESULTS 
 Comprehensive visibility across all resources supported by the IT team  
 Improved compliance and cybersecurity maturity as measured by FFIEC Cybersecurity 

Assessment Tool 
 Enhanced reporting to better communicate to Executives level of cybersecurity risk and 

detected incidents that have a remediation plan of action 
CUSTOMER QUOTE 
“Cybersecurity threats continually transform and mature. Arctic Wolf, however, delivers the tools and 
expertise to continually monitor our environment and alert on these threats. I rest easier knowing our 
operations are monitored 24x7 with Arctic Wolf’s SOC-as-a-Service.” 

 AJ Tasker, VP and Director of IT, First United Bank & Trust 
https://arcticwolf.com/resources/case-study/first-united-bank-trust-banks-on-arctic-wolf-for-security-
and-compliance-2 
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By:

TOWN OFNATICK

ATTACHMENT B
CERTIHCATE OF NON.COLLUSION

The undersigned certifies, under penalties of perjury, that this Proposal has been made aud
submitted in good faith and without collusion or fraud with any other person As used in this certification,
the word "person" shall mean any natural person, businessn pafinership, corporation, union, eommittee,
club or other organization, entity, or group of individuals.
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TOWN OT NATICK

cERrrnciffitffi"t*"IANCE
Pusuant to Massachusetts General Laws M.G.L.) c. 62C,$49A, I certify under the penalties of

perjury that the Protrrcser aamed belory has complied with alt laws of the Commonwealth of
Massachusetts pertaining to the paynent of taxes, to the reporting of employees and contractors, and to
the withholding and remitring of child support.

By:
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TO\ryN OF NATICK

ATTACHMENT D
CONFLICT OF INTEREST CERTITICATION

The Pmposer hereby certifies that:

1. The Proposer has not given, offered, or agreed to give any gift, conuibution, or offer of employment as

an inducement for, or in connection with, the award of a Contract pursuant to this RFP.

2, No consultant to, or Bubconuactor for, the Proposer has given, offered, or agreed to gle any gift,
contibution, or offer of employrnent to the Proposer, or to any other person, corpotation, or entity as an

inducement for, or in connection wittr, the award to the consultant or subcontractor of a Contact by the

Proposer.

3. No person, corporation, or other entity, other than a bona fide ftll time employee of the Proposer has

been retained or hired to solicit for or in any way assist the Proposer in obtaining a Contract pursuant to
this RFP upon an agreement or understanding that such person, corporation or entity be paid a fee or
other compensation contingent upon the award of a Contact to the Proposer.

4. The koposer understands that the Massachusetts Conflict of Interest Law, Chapter 268A of he
Massachusetts General Laws (M.G,L.), applies to the Proposer and its officers, employees, agents,

subcontractors, and affiliated entities with respect to the tansaction outlined in the Request for Proposals.

5. The Proposer understands that the Proposer and its officers, employees, agents, subcontractors, and

affiliated entities, shall not participate in any activity which constitutes a violation of the Massachusetts

Conflict of Interest Law or which creates an appearance of a violation of the Massachusetts Conflict of
Interest Law.

L,tirlo", Ic , Ln^l ot| G'q(
Name of Proposer
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Address of Proposer
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(Signanue)
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TOWN OI'NATICK

ATTACHMENT E
CERTIFICATE Of,' CONPORATE PROPOSER

1 -f,at{- t'si"sb': - , certify that I am the Clerk of the Corporation named as Proposer
in the attachedProposal Form; that C),t,\ { .o,t,$ , who signed said Proposal on behalf of the
Proposer was then fpr*( Acce*.* €*>,ilrvqfsaid Corporation and was duly authorized to sign said
hoposal Form; and that I know his/her signatue thereto is genuine.

(Corporate SeaI)

Name of Proposer

(A;,tllas Terlurbq, Oru(
Address of Proposer :-

relephone Nr*raol-t-l '!!7/:5oe I

Printed Name

furr{ AcrN4 (-oru*V

Printed Title

3- tl- doCo

Date

This Certifrcate shall be completed where Prcposer is a Corporation and shall be so completed by its
Clerk. In the event that the Clerk is the prson srgning the Proposal on behalf of the Corporation, this
certificate shall be completed by another officer of the Corporation.

(Siguature)
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TOWN OT NATICK

ATTACEMENT I.
CERTIHCATE OF COMPLIANCE WITH M.G.L. c. 1518

Ttre Proposer hereby certifies that it is in compliance with and shall remain in compliance with
Massachusetts General Laws (M.G.L.) Chapter 15lB and shall not discriminatc on any prohibited basis
outlined therein. The Proposer also hereby certifies that it shall comply with any and all applicable
Supplier Diversity Offrce (SDO) thresholds that have been established in conjunction with this Request
for hoposals.

Address of Proposer

2oz t .,, .5t. ilero
N*ltl-* *{ e D*,tst

nv,@
(Siguature)

/"d',,f.hr fvnn<

Printed Title

s/rrlr."s
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Name of Proposer

Printed Name
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TOWN OFNATICK

ATTACEMENT G
CERTIf,'ICATE OF NON.DEBARMENT

The hoposer hereby cenifies that it is presently nbt debarred,.suspended, or otherwise'prohibited
ftom practice by any federal, state, orlocal agency, and that, should any proceeding arise in which it is
debarred, suspended, or other$,ise prohibited from ptaetice by any ftderal, state, or local agency, the
Proposer shall inform the Town of Natick within one (1) business day of such debarment, suspension, or
prohibition ftom practice.

Name of hoposer
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A), l/^n tW Drl<l
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PrintedTitle

3h, ^l
Date

Address of Proposer

(Signature)
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Town of Natick, Massachusetts 

 
 

ADDENDUM NO. 1 

 

TO:  Prospective Proposers 

 

PROJECT: RFP: Comprehensive Managed Information Systems Network Security 

Services-As-A-Service 

 

FROM: Bryan R. Le Blanc 

  Procurement Officer 

  Natick Public Works 

  75 West Street 

  Natick, MA 01760 

  (508)- 647-6438 

 

DATE:  March 12, 2020 

 

Please also acknowledge via return correspondence upon receipt.   

This addendum shall be acknowledged as indicated on the PRICE PROPOSAL 

FORM, which is included with the RFP, and which shall be submitted to the Town. 

Failure to acknowledge Addendum No. 1 in the PRICE PROPOSAL FORM may result 

in rejection of your firm’s Proposal. 

This addendum consists of four (4) pages.  

The Town responds to questions raised in the procurement process: 

 

1. Please elaborate on the requirement for two SOCs. Is this requirement negotiable? – Yes, 
but two is preferred 

2. Please elaborate on the requirement for 100 + security resources. Is this requirement 
negotiable?  No 

3. Are you looking for a Co-Managed solution (i.e. both the customer and service provider 
have access to the SIEM platform 24/7)?  I guess the answer is yes since I assumed the 
customer and provider would both have access to the SIEM platform 

4. Are there any compliance requirements to be met with this Managed SIEM solution? If 
so, please describe. – Not at this time 

5. Please describe any recurring operational/security pain points.  – Small staff with no 
security expertise 

6. Is there a preference of hosting on premise (physical or virtual), or in the Cloud?   I 
assumed it would be a hybrid solution but there’s no preference 



7. Please break down your log data into the following domains: 
8. What are the data retention requirements? (Searchable, Archive) – Not sure, I’ll leave 

that up the vendor providing the service 
a. Network 
b. Endpoint 
c. Security Services 

9. What is the GB/day and/or EPS (events per second) of log data you are looking to ingest 
into this Managed SIEM solution?  - No idea, that’s never been calculated and the 
following information requested below is not available. 

 

1. Page 2 of 22 it is mention, “Proposers shall also include an electronic copy of their non-price 

proposal in the non-price proposal envelope”. Can you please advise as to how should this 

be submitted? Should it be a CD or USB Flash Drive? A USB Flash Drive is preferable. 

2. Does the SOC have to be located at the client site and are we monitoring multiple locations 

or just one (1) with an undetermined number of endpoints?  - SOC will be cloud based, we 

currently have two points of egress for our Internet service so I’m not sure what the best way 

is for you to monitor the network. 

3. Is it critical to know the maximum number of endpoints (nodes, workstations, FE(s), etc.) to 

properly come up with pricing AND to determine resource allocation & load balancing 

requirements?  300 endpoints would cover all workstations and servers for now. 

4. Or is it a requirement of the vendor to utilize two (2) SOC sites that are capable of 

monitoring more than 100 endpoints. Two is preferred but if one can handle more than 100 

endpoints that’s fine 

5. Can the SOCs be cloud based solutions?  Yes, that’s preferred. 

6. Does the Price and Non-Price Proposal have any page limits, font type and size preference 

as well as page layout (margins) requirements? No page limits, no font/size/margin rules. 

Please do not use staples or tab dividers, if at all possible.  

7. Do we have an effective start date for this RFP? The RFP is currently being procured. 

Evaluation and award may take 30-60 days. Work may begin post award, assuming award is 

made.  

8. The final submission on March 16th is either to be mailed or be submitted by in person. Is 

electronic submission a possibility and if so, who would we submitting it to (name and email 

and Title)? Absolutely NO electronic submission is permitted (per M.G.L. c. 30B, §6. You 

must submit two separately sealed price and non-price envelopes. They should be delivered 

by mail or in person to the Natick Procurement Office c/o Natick Public Works, 75 West 

Street, Natick, MA 01760. The RFP clearly explains the process.  

9. By what date do we anticipate the answers to the Questions be released for review? 

Questions to be answered are being answered in this Addendum.  



 

 Size of the Company (Number of Employees): SEVERAL HUNDRED EMPLOYEES, 500 LOGINS. 
o 

 Number of Locations: Approximately 10 TOWN BUILDINGS 
 

  Do you have any custom applications that you would like to include in the SIEM? If "Yes," 
what are the custom applications that you would like to be included? 

N/A 
 Has a Risk Assessment been conducted and/or Data Classification been collected? N/A 
 Typical data retention is (6) months. What are your Log Data Retention Requirements? 
ohttps://www.sec.state.ma.us/arc/arcpdf/Municipal_Retention_Schedule_20190321.pdf 
 

1. Is the Town of Natick seeking a fixed price all services under the SoW including 
all remediation service?  If remediation is a separate billable service then 
please list it as such.  Remediation services and costs, if any, are unknown at 
this point. 

2. Can remediation services be priced on an hourly basis? Yes 
3. Is there a budget for this project?  Not yet 
4. How will the proposed cost be factored into the proposers selection? The Town 

evaluates all non-price criteria and ranks pursuant to M.G.L. c. 30B, §6, 
Following that process, the Town opens price proposal and evaluates, taking into 
account price and all other non-price criteria. The Town awards, if at all, pursuant 
to M.G.L. c. 30B, §6, to the responsible and responsive proposer with the most 
advantageous proposal, taking into account price and all other non-price criteria. 
The Town is looking for a fixed price in the price form to do all of the work. 

5. Section A. Scope of work 
a. The Selected Vendor shall provide all labor and materials necessary to 

and provide a Comprehensive Managed Security Services-as-a-Service 
for the Town's information systems network that aligns with the 
Cybersecurity NIST framework offering a comprehensive and layered 
approach to managing security. 

1. Which elements of the NIST framework are you 
referring? Reference the elements of the framework, if any, your 
product aligns with 

b. Unlimited access 

1. What is this referring to, i.e. whom or what?  Not sure what you're 
referencing.   

a. Fully Fledged IDS & Human assisted IPS 

  

https://www.sec.state.ma.us/arc/arcpdf/Municipal_Retention_Schedule_20190321.pdf


1. What does Fully fledged mean?  Does your product have an IDS or 
IPS component to it? 

a. Strategic Security Insight 

1. Can you describe the Strategic Insight desired in more 
detail? Once the system is in place can the vendor provide reports 
and a strategy to improve the networks security level 

a. Weekly external vulnerability scanning  

1. Does this imply only assets with an external facing IP address 
correct?   Yes 

2. Will the contractor be provided credentials for secured assets?  Yes 
3. Is this the same as section 3 and 4?  Yes, sections 3 and 4 provide 

a little more detail  
6. Section V. Selection Criteria 

a. 2.3. Desirability of approach to the work, demonstrated understanding of 
the community's needs, and proposer's ability to undertake and complete 
this work. 

1. What does the community’s needs mean?  Connect the proposal to 
the Proposer’s assessment of the Town’s needs.  

 

 

All other terms and conditions of the procurement and resulting contract remain the 

same.  

 



MEMORANDUM 

To:  PROCUREMENT FILE 

From:  Bryan R. Le Blanc, Esq. / Procurement Officer, Town of Natick 

Re:  Comprehensive Managed Information Systems Network Security Services-as-a-Service 

Procurement 

Date:  January 7, 2020 

With reference to the above RFP, in consultation with Town Administration, I have determined as 

follows: 

The RFP process will enable the Town of Natick to consider and to provide higher ratings to service 

providers whose past contract experience, public project experience, and references reflect a unique 

ability to provide such services to cities and towns in the Commonwealth of Massachusetts generally, as 

well as to the Town in this case. Cost alone is an insufficient measure to protect the Town’s interests, 

especially given the need to select a well-qualified firm to provide Comprehensive Managed Information 

Systems Network Security Services-as-a-Service to the Town.  Recruitment of a network security firm to 

select one requires a high degree of experience and skill. The Town desires to measure and to weigh 

qualifications and other intangible characteristics of proposers. Hence, the Town of Natick shall use an 

RFP process, rather than an IFB process, to procure such services.   

 



Security-as-a-Service (SaaS) Vendor Selection and Justification 

 

6/9/20 

 

On June 9th, the SaaS review committee reviewed and ranked all the SaaS RFPs.  The most advantageous 

proposal for the Town and the vendor recommended by the review committee was submitted by 

Winslow Technology for the Arctic Wolf product.  Although second in cost, the Arctic Wolf solution is a 

complete security solution for the Town.  Consisting of a Managed Risk Service and a Managed 

Detection and Response Service the overall solution proposed was complete, thorough and geared 

towards providing the Town with a comprehensive managed security service. The proposal was very 

detailed in scope and exceeded the requirements in the Town’s SaaS RFP’s scope of work.     The lowest 

price proposal was submitted by Tyler Technology but the scope of work lacked in detail and appeared 

to be more of a log aggregation and review solution and not a comprehensive security solution for the 

Town. 

In order of cost they were –  

1) HTC - $653,696 

2) Hub Tech - $16,316/mo or $195,792/year 

3) Winslow Technology/Arctic Wolf -  $91,289.13 

4) Tyler Technologies - $31,000 + $11,000/per penetration test = $42,000 

bleblanc
TextBox
As received from the Review Committee, consisting of Robert LeFrancois and Kathy Lentini. It does not appear
that Winslow's solution will exceed the Town's needs as expressed in the Scope of Services.   

bleblanc
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+$5,600.00 vulnerability test 



Proposal Evaluation Form - Comprehensive Managed Information Systems Network Security Services as a Service (Group Ranking Form)

Company Name

WTG - Winslow/Arctic Wolf
Advantageous - 1 Municipality, 2 

business

Highly Advantageous - 

Multiple Sercurity certs

Highly Advantageous - 

Detailed and Thorough, 

exceeded RFP specs

Highly Advantageous - 

Highly Detailed proposal, 

informative, easy to follow, 

complete solution

HCH
Advantageous - No 

Municipalities

Advantageous - Appropriate 

Certs

Highly Advantageous - 

Detiled and Thorough

Highly Advantageous - 

Highly Detailed proposal, 

informative, easy to follow, 

complete solution

Tyler
Highly Advantageous - Many 

Municipalities

Highly Advantageous - 

Multiple Sercurity certs

Not Advantageous - SOW is 

lacking detail and doesn't 

seem to include as much as 

other RFPs

Advantageous - Met 

minimum requiremets

Hub
Advantageous - Proposal shows 

mostly Municipalities

Not Advantageous - Lacking 

Certifications

Advantageous - Scope of 

work met minimum 

requirements

Advantageous - met 

minimum requirements but 

requires purchase of Fortinet 

firewall

CPO Signature:
Bryan R. Le Blanc -s-

Witness Signature:
Robert LeFrancois s

 

YOU MUST 

INCLUDE A 

REASON FOR 

EACH 

CATEGORY!!

Overall Quality of Client References

Town of Natick                                                                                                                                                                                            

Approach to WorkQuality/Depth of Work Experience Qualifications of Proposer Completeness/Quality of Proposal



Proposal Evaluation Form - Comprehensive Managed Information Systems Network Security Services as a Service (Individual Ranking Form)

Company Name

WTG - Winslow/Arctic Wolf
Advantageous - 1 Municipality, 2 

business

Highly Advantageous - 

Multiple Sercurity certs

Highly Advantageous - 

Detailed and Thorough, 

exceeded RFP specs

Highly Advantageous - 

Highly Detailed proposal, 

informative, easy to follow, 

complete solution

HCH
Advantageous - No 

Municipalities

Advantageous - Appropriate 

Certs

Highly Advantageous - 

Detiled and Thorough

Highly Advantageous - 

Highly Detailed proposal, 

informative, easy to follow, 

complete solution

Tyler
Highly Advantageous - Many 

Municipalities

Highly Advantageous - 

Multiple Sercurity certs

Not Advantageous - Lacking 

detail

Advantageous - Met 

minimum requiremets

Hub
Advantageous - Mostly 

Municipalities

Not Advantageous - Lacking 

Certifications

Advantageous - Scope of 

work met minimum 

requirements

Advantageous - met 

minimum requirements but 

requires purchase of Fortinet 

firewall

CPO Signature:
Bryan R. Le Blanc -s-

Witness Signature:
Robert LeFrancois s

 

YOU MUST 

INCLUDE A 

REASON FOR 

EACH 

CATEGORY!!

Overall Quality of Client References

Town of Natick                                                                                                                                                                                            

Approach to WorkQuality/Depth of Work Experience Qualifications of Proposer Completeness/Quality of Proposal
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Bryan R. Le Blanc  -s- 
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Kathy Lentini s 


